Exanpl e _get_ transacti on sequence

Fi |l e- Recei ver Fil e- Sender
GET REQUEST ------------ommmmmm-- >
(i ndicates acceptance) <------ STATUS
<emmmm-- METADATA
e DATA #1
STATUS ----------------- > (voluntarily sent at start)
(lost) <------ DATA #2
e DATA #3
(bit set requesting STATUS)
STATUS -----------mmmm-- >
(indicating that range in DATA #2 was | ost)
S DATA #2
(bit set requesting STATUS)
STATUS --------mmimm - >

(conmplete file and METADATA recei ved)

Exanpl e PUT transaction sequence

Fil e- Sender Fil e- Recei ver
METADATA ---------------- >
DATA #1 ---------mmemm - >

(transfer accepted) <---------- STATUS
DATA #2 ---> (lost)
DATA #3 ------------ >
(bit set requesting STATUS)

(DATA #2 | 0oSt) <o-----cno-- STATUS

DATA #2 ------------ >
(bit set requesting STATUS)

(transfer conplete) <---------- STATUS

TRANSACTI ONS:

B o
| # | Type | Use
R R o e m e eeeeeee e ieiieeeeseeeeeeaaeaa.
| 0| BEACON | Beacon packet indicating peer status
| 1| REQUEST | Conmands peer to start a transfer
| 2 | METADATA | Carries file transfer netadata
| 3 | DATA | Carries octets of file data
| 4| STATUS | Signals list of unreceived data to sender
| | | and errors between sender and receiver
B O
SARATOGA UDP HEADER:

1111111111222222222233
01234567890123456789012345678901
B e s s i i e S S S S il ik i S S S
| UDP source port | UDP destination port |
B e e i i T SR NI NI I R I S T R S o i i S R e e e i i i o
| UDP | ength | UDP checksum |
B s o o e e R ok o i S e e e S S ol ok
| Ver | Packet Type| other Saratoga fields ... /

B i S e s i i S e



BEACON PACKET TYPE O0:

1

2

0 3
|01234567/8901/2345/678090123/4567890 1]

B e i S i i e S S S e ek i S e S

|00 100000

B T S i L T SR S S R

Fl ags

[T Avai |l abl e free space (optional) 11
B b s s i i S e S S S il i S SN S
Endpoint ldentifier ... Il
B R o B I R S R R S P S S R S S S
Fl ags:
Ho- - - Ho- - - E S e E +
| Bit 8 | Bit 9 | Supported Field Sizes | MximnumFile Size | Flag
I . B LT +
| O | O | 16 bits | 27216 - 1 octets. | 0x000
| O | 1 | 16 or 32 bits | 2732 - 1 octets. | 0x400
| 1 | O | 16, 32, or 64 bits | 2764 - 1 octets. | 0x800
| 1 | 1 | 16, 32, 64, or 128 bits | 27128 - 1 octets. | 0xC00
Fomm - Fomm - o mm e e e e e eaa B +
+--- - - Ho- - - L S +
| Bit | Value | Meaning |
R T e T T T +
| 10 | O | not able to pass bundles to a | ocal bundle agent; |
| | | handles files. |
| 10 | 1 | can pass narked bundles to a |ocal bundle agent. |
+---- - Ho-m - - L T +
Hoe - o - Fomm - o m o e e e e e e e e e e e e em e aaa o +
| Bit | Value | Meaning |
+--- - Hom oo - F T T T T T R +
| 11 | O | not capabl e of supporting stream ng.
| 11 | 1 | capabl e of supporting stream ng. | 0x100000
+--- - Hom oo - E N I I'mrreamaaae +
Fommmm e oo Fomm e e a oo o +
| Bit 12 | Bit 13 | Capability and willingness to send files |
oo - oo - L e +
0 0 cannot send files at all. |
0 1 i nvalid. |
1 0 capabl e of sending, but not willing right now |
1 1 capable of and willing to send files. |
ommmmn- Fommman- T T +
oo - Homm oo S e +
| Bit 14 | Bit 15 | Capability and willingness to receive files |
ommmmn- ommmmn- L L T T T +
0 0 cannot receive files at all. |
0 1 i nvalid. |
1 0 capabl e of receiving, but will reject METADATA. |
1 1 capable of and willing to receive files. |
Fommmm e oo Fommmm e o - o m m e e e e e e e e e e e e e e e e e e e e e e eeeee——o- +
Fommm - dommmn- e L LT +
| Bit | Value | Meaning |
Hom - o - Fomm - i +
| 16 | O | supports DATA transfers over UDP only. |
| 16 | 1 | supports DATA transfers over both UDP and UDP-Lite. |
Hom - o - Fomm - i +
Fommm - dommmn- e L LT +
| Bit | Value | Meaning |
Hom - o - Fomm - i +
17 | O | available free space is not advertised in this |
| BEACON. |
17 | 1 | available free space is advertised in this BEACON. |
R ommmn- I T T T +
oo - Homm oo e e e e e eeeeeaa +
| Bit 18 | Bit 19 | Size of free space field |
ommmmn- ommmmn- Fmm e +
0 | O | 16 bits. | 0x000000
0 | 1 | 32 bits. | 0x001000
1 | o | 64 bits. | 0x002000
1 | 1 | 128 bits. | 0x003000
Fommmm e oo Fommmm e o - s +

S

000
000
000
000

0x200000

0x000000
0x040000
0x080000
0x0C0000

0x000000
0x010000
0x020000
0x030000

0x008000

0x004000



REQUEST PACKET TYPE 1: conmand to performeither a _get_, _getdir_, or _delete_ transaction

0 1 2 3
|01 23456 7/89012345/678901234567/8901
B R ik i T SR RIS NI i R i S T R R it oI S R TR e e e i e
|]O O 1]0 0 0 0 1] Fl ags | "Request -t ype
B i o s T T S

Id
I+- F e s S e S i ah aT aT ai ol I S S S S S SR S S S +-|+
variable-length File Path ... /
B R e i o S o S e S e i S e e e i i o
/
B i i i il S SN S S S S i S S S
| null byte | /
B e s s e i S S R ik T i S S

~ . —

-~

/ vari abl e-1 ength Authentication Field (optional)
T e i Tt S o S e S i i S i R e e e e it (RIS S R
Fl ags
Ho- - - Ho- - - E S e E +
| Bit 8 | Bit 9 | Supported Field Sizes | MaxinumFile Size | Flags
I T L LT B LT +
0 | 0 | 16 bits | 2716 - 1 octets. | 0x000000
0 | 1 | 16 or 32 bits | 2732 - 1 octets. | 0x400000
1 | O | 16, 32, or 64 bits | 2764 - 1 octets. | 0x800000
1 | 1 | 16, 32, 64, or 128 bits | 27128 - 1 octets. | 0xC00000
Fomm - Fomm - o mm e e e e e eaa B +
Fommm - dommmn- e L LT +
| Bit | Value | Meaning |
Hom - o - Fomm - i +
10 | O | The requester cannot handl e bundl es |ocally.
10 | 1 | The requester can handl e bundl es.
11 | O | The requester cannot receive streans.
11 | 1 | The requester is also able to receive streans.
16 | O | The requester is able to receive DATA over UDP
I | only. I
16 | 1 | The requester is also able to receive DATA over
| | UDP-Lite. |
Hom - o - Fomm - i +
Transaction keys
Hom - o - Fomm i m - i +
| Bit | Value | Key | Purpose
+---- - Ho-m - - L e T +
| 10 | O | {bundl es} | Not a bundle.
| 11 | O | {streans} | Not a stream
| 16 | 1 | {UDPlite} | Receive DATA over UDP-Lite. |
Hom - o - Fomm - i +
Request Type (bits 24-31)
__________ e
| Val ue | Conmand | Meani ng
E T oo - B T T TRy
0 | 0000 No action is to be taken; similar to a BEACON.
1 0001 | ' get’ A _get_ transaction is requested. The File Path field holds
the name of the file to be sent.
2 0010 | ' put' A _put_ transaction is requested. The File Path field suggests
the name of the file that will be delivered only after an K
STATUS is received fromthe file receiver
3 0011 |'take' A _get_ transaction is requested and once received the origina

copy should be deleted. The File Path field holds the name of
the file to be sent. (This get+delete is known as a 'take'.)

4 0100 | ' give' A _put_ transaction is requested, and once sent successfully,
the original copy will be deleted. The File Path field holds
the name of the file to be sent.(This put+delete is known as a
‘give'.)

5 0101 |'delete'| A _delete_transaction is requested, and the File Path field
specifies the nane of the file or directory to be del eted

6 0110 |'getdir'| A _getdir_ transaction is requested. The File Path field holds
the name of the directory to be exani ned




METADATA PACKET TYPE 2: conmmand to either acknow edge a _get_, or _getdir_ REQUEST, or to initiate a

0
0

I
+-
| 0
+-
I
+-
I
/
/
/
/
+-
I
/
/
/
+-

/
/
/
/
B S i i o S S S S i S S S
/
/
/
/

_put_ transaction.

1 2 3
1234567 8901/2345/67890123/4567890 1]
B S T S I n i i S S S S I e e i s s S S
01/0 0 0 1 0] Fl ags | Suml eng| Sunt ype|
B e e e e e e i e e e e S T S ol e

I d

exanpl e error-detecti on checksum

B S i i o S S S S i S S S

single Directory Entry describing file
(vari abl e | ength)
/

B T T T e ik T S S S S 4 |

Bits 8 & 9, set the transfer descriptor size in the METADATA packet.
+ +

------- R e e e Y N e .
| Bit 8 | Bit 9| xfer desc Field Sizes | Maximum File Size | Flags
[ [ e e e e e e eea o s e e e +
0 | 0 | 16 bits | 2716 - 1 octets. | 0x000000
0 | 1 | 16 or 32 bits | 2732 - 1 octets. | 0x400000
1 | O | 16, 32, or 64 bits | 2764 - 1 octets. | 0x800000
1 | 1 | 16, 32, 64, or 128 bits | 27128 - 1 octets. | 0xC00000
R R o e e e e e e eaaooo o e e +
E Fommm e m o m m e e e e e e e e e e e e e e e e meee—aao- +
| Bit 10 | Bit 11 | Type of transfer |
- Fememanns 'R +
0 | O | afile is being sent. |
0 | 1 | the file being sent should be interpreted as a |
| | directory record. |
1 | O | a bundle is being sent. |
1 | 1 | an indefinite-length streamis being sent. |
L - Fememanns N TR +
Only For Streans!
E Fommm - o o o o e e e e e e e e e e e e e e mee—aao +
| Bit | Value | Meaning
Fomma- dommmne- T R L L L T +
12 | O | This transfer is in progress.
12 | 1 | This transfer is no longer in progress, and has
| | been term nated.
R R o o o o e e e e e e e e e e e e e e e mee—aao - +
E o m e e e e e e e e e e e e e e e e e e e mee—eao +
| Bit 13 | Use |
- B .. +
0 | This file's content MJST be delivered reliably without
| errors using UDP.
1 | This file's content MAY be delivered unreliably, w thout
| errors, or partly unreliably, where errors are
| tolerated, using UDP-Lite.
L - . +
Fommmmaaaaaa B i e N e T .S +
| Sum ength | Use |
| bits 24-27| |
Fom e e e mm o m m e e e e e e e e e e e e e e e e e e e e meemeeao o +
| O | No checksumis provided. |
| 1 | 32-bit field, e.g. CRC32. |
| 4 | 128-bit field e.g MD5. |
| 5 | 160-bit field e.g. SHA-1 |
Fomm e e e oo - o o m o e e e e e e e e e e e e e e e e eeeeeao o +
Fomm e e e e m o m m e e e e e e e e e e e e e e e e e e e mmee—eeao +
| Suntype | Use |
| bits 28-31] |
Fommmmaaaaaa B I T e N ... +
| O | No checksumis provided. |
| 1 | 32-bit CRC32 checksum suitable for small files. |
| 2 | 128-bit MD5 checksum suitable for larger files |
| 3 | 160-bit SHA-1 checksum suitable for larger files but |
| | slower to process than MD5. |
Fommmmaaaaaa T T e N e e ... +



Directory Entry

For mat

0

|01 23456
LR R i S B
| 1] Prop
B R

B i N S
B i ol i S
+

/

/ Fi
/
+-

oo e e e -

Properties

Si ze

Mi me

Ctine

File Path
T +
ommmn- Fomm -
| Bit 6 | Bit
Fomm i m - Hom - o -

0 0

0 1

1 0

1 1
Ho- oo - +--- -
| Bit 8| Bit
Fommmn- Fomm -

0 0

0 1

1 0

1 1
Fomm i m - Hom - o -
ommmmn- +o---
| Bit 10 | Pro
Fommmmm - - +-- -
| O | Fi
| 1 | Fi
Fommmmm - - +-- -
| Bit 13 | Use
oo - +----
| O | Thi
| 1 | Thi
I | whe
[ R

1 2 3
718 9 01123 45/678901234567890 1|
B i I e e ik ik T I T NI I S R R S o e i i O
erties [ Si ze (descriptor)
B i T S i SN S S S S S 3
Mi me |
B i S o S e i s s T S S S S S S S
Cine
B e I i i o e e e R ik ot it RIS e R
/
/
/
le Path (max 1024 octets, variable |ength) /
I

B R i o i e e S i it NI I S R R e e e R |

if set, bit 7 of this field indicates that the entry corresponds to a directory.
Bit 6, if set, indicates that the file is "special". A special file may not be
directly transferable as it corresponds to a synmbolic link, a named pipe, a
device node, or some other "special" filesystemobject. A file-sender may sinply
choose not to include these types of files in the results of a _getdir_ request.
Bits 8 and 9 are flags that indicate the width of the follow ng descriptor field
that gives file size. Bit 10 indicates that the file is to be handl ed by
Saratoga as a bundle, and passed to a bundle agent.

the size of each file or directory in octets. This is a descriptor, varying as
needed in each entry for the size of the file. For convenience in the figure, it
is shown here as a 16-bit descriptor for a small file.

a tinestanp showing when the file or directory was nodified

a tinestanp of the last status change for this file or directory.

contains the file's nane relative within the requested path of the _getdir_

a transaction, maxi mum of 1024-octet UTF-8 string, that is null-termnated to
to indicate the beginning of the next directory entry in _getdir_ results

B T L +
7 | Properties conveyed
m e m e e e e e e e e e e e e e e e e e e e e e e e e e memmeemaa +
normal file.
normal directory.
special file.
special directory.
B e T T e +
9 | Properties conveyed |
B T T L +
File size is indicated in a 16-bit descriptor.
File size is indicated in a 32-bit descriptor.
File size is indicated in a 64-bit descriptor.
File size is indicated in a 128-bit descriptor.
m e m e e e e e e e e e e e e e e e e e e e e e e e e mem e ee—aa +
______________________________________________________________________ +
perties conveyed |
______________________________________________________________________ +
ereally is afile. |
e is to be treated as a bundle. |
______________________________________________________________________ +
|
______________________________________________________________________ +
is file's content MUST be delivered reliably w thout errors using UDP.
is file's content MAY be delivered unreliably, or partly unreliably,
re errors are tolerated, using UDP-Lite. |
______________________________________________________________________ +




DATA PACKET TYPE 3: The data transfer response to a _get_, _put_, or _getdir_ request.

0 1 2 3

|/0123456789012345678901234567/8901

B R ik i T SR RIS NI i R i S T R R it oI S R TR e e e i e

|00 1/0 0 0 1 1 Fl ags

B e o o e e i S S e s o s S R SRR R S

| I d

B e i s s i i i i S S i o

| /

/ Ti mest anp/ nonce information (optional) /

/ /

! |

B ik T St T R e e e e O ek i S S e S s ik ol S N N

[ O fset (descriptor)

e o o e e e e o T S e R e ok
Fl ags
dommmn- dommmn- R LR T e +
| Bit 8 | Bit 9| Supported Field Sizes | MaximnumFile Size | Flags
Fomm - Fomm - o mm e e e e e e aao B +
| O | O | 16 bits | 2716 - 1 octets. | 0x000000
| O | 1 | 16 or 32 bits | 2232 - 1 octets. | 0x400000
| 1 | O | 16, 32, or 64 bits | 2764 - 1 octets. | 0x800000
| 1 | 1 | 16, 32, 64, or 128 bits | 27128 - 1 octets. | 0xC00000
Ho- oo - Ho-m - - E e E +
S L R L L T TP +
| Bit 10 | Bit 11 | Type of transfer |
Fommmm e oo Fommmm e o - ot m o e e e e e e e e e e e e e e e e e e e e e e e meeeeoo o +
| O | O | afile is being sent.
| O | 1 | the file being sent should be interpreted as a
| | | directory record. |
| 1 | O | a bundle is being sent.
| 1 | 1 | an indefinite-length streamis being sent.
Fommmm e oo Fommmm e o - o m o e e e e e e e e e e e e e e e e e e e e e e e meeee—oo- +
+--- - - Ho- - - L S +
| Bit | Value | Meaning |
R T I T +
| 12 | O | This packet does not include an optional |
| | | tinmestanp/nonce field. |
| 12 | 1 | This packet includes an optional timestanp/nonce
| | | field. |
Hom - o - Fomm - i +
+--- - - Ho- - - E S +
| Bit | Value | Meaning
R T I e T +
| 15 | O | No response is requested.
| 15 | 1 | A HOLESTOFI LL packet is requested.
R ommmn- T L T +
Hom - o - Fomm i m - s +
| Bit | Value | Meaning |
+---- - Ho-m - - L e +
| 16 | O | Nornmal use.
| 16 | 1 | The EOD End of Data flag is set.
+---- - Ho-m - - L e +



STATUS PACKET TYPE 4:

1

2

0 3
|01 23456 7/89012345/678901234567/8901
L e i i R e et it I e i S i et I R R e e e e e
Fl ags
B i e I i T el it I R I R S e e i i S R R R R S T i R S i N

[001/00 10 0
|

B S S S i S I S S T e S o

Id

St at us |

+

| /

/ Ti mest anp/ nonce i nformati on (optional) /

/ /

/ |

B ik T St T R e e e e O ek i S S e S s ik ol S N N

[ Progress Indicator (descriptor)

e o e e s o i S S s I N

[ I n- Response- To (descriptor) ]

B e i I T T e e i S S S i S

| (possi bly, several Hole fields) /

/ L. /

B e s s i i e S S S S il ik i S S S
Fl ags
Fomm - Fomm i m - o mm e e e e e e o B +
| Bit 8 | Bit 9 | Set descriptor Sizes | MximumFile Size | Flags
Ho- oo - Ho-m - - E e E +
| O | O | 16 bits | 27216 - 1 octets. | 0x000000
| O | 1 | 16 or 32 bits | 2732 - 1 octets. | 0x400000
| 1 | O | 16, 32, or 64 bits | 2764 - 1 octets. | 0x800000
| 1 | 1 | 16, 32, 64, or 128 bits | 27128 - 1 octets. | 0xC00000
ommmn- ommmn- R LT B L L T +
Hom - o - Fomm i m - o m m e e e e e e e e e e e e e e e e e e e e e e e e me——o - +
| Bit | Value | Meaning
+---- - Ho-m - - F O T +
| 12 | O | This packet does not include a timestanp field. |
| 12 | 1 | This packet includes an optional tinmestanp field.
+---- - Ho-m - - B e +
Fommm - dommmn- e T T +
| Bit | Value | Meaning
Hom - o - Fomm - o m m e e e e e e e e e e e e e e ee e eee—o +
| 13 | O | file's METADATA has been received.
| 13 | 1 | file's METADATA has not been received.
Hom - o - Fomm - o m m e e e e e e e e e e e e e e e e ee i ee——o +
+--- - - Ho- - - L S +
| Bit | Value | Meaning |
R T I e T +
| 14 | O | this packet contains the conplete current set of
| | | holes at the file-receiver.
| 14 | 1 | this packet contains inconplete hole-state; holes
| | | shown in this packet shoul d suppl enent other
| | | inconplete hole-state known to the file-sender. |
R ommmn- T e T T +
Hom - o - Fomm i m - o +
| Bit | Value | Meaning |
+---- - Ho-m - - S T +
| 15 | O | This STATUS was requested by the file-sender.
| 15 | 1 | This STATUS is sent voluntarily.
+---- - Ho-m - - S e +



Hol e Definition Format
1

2

0 3
01234567890123456789012345678901

B S i i S S S R S S

B s b i S SN SN S S

offset to start of hole (descriptor)

i S S

B S e

[ of fset to end of hole (descriptor) ]

B T o S S S

| Error Code | End |
| Status Value | Action |
+

=8
*Q

* Rcvd by - indicates whether
be the recipient

Transaction conpl eted packet:

B S T Sk s S S SIS

Success, No Errors.

Unspecified Error.

Unable to send file due to resource constraints.
Unable to receive file due to resource
constraints.

File not found.

Access Deni ed.

Unknown | d field for transaction.

Did not delete file.

File length is longer than receiver can support.
File offset descriptors do not match expected
use or file length.

Unsupported Saratoga packet type received.
Unsupported Request Type recel ved.

REQUEST is now term nated due to an internal

ti meout .

DATA flag bits describing transfer have changed
unexpect edl y.

Receiver is no longer interested in receiving
this file.

File is in use.

METADATA requi red before transfer can be

accept ed.

A STATUS error nessage has been received
unexpectedly, so REQUEST is term nated.

a Sender, Receiver or Both ('S, 'R or 'B) wll
of this status error.

1) Bit 14 set to '0', indicating conplete list of holes.
2) Bit 15 set to '1', indicating voluntarily set packet.

3) 'In_Response_To' field set
4) Hole pair list is enpty.

to last byte of file.




Directory Entry

For mat

0

|01 23456
LR R i S B
| 1] Prop
B L o o

B i N S
B i ol i S
+

/

/ Fi
/
+-

oo e e e -

Properties

Si ze

Mi me

Ctine

File Path
T +
ommmn- Fomm -
| Bit 6 | Bit
Fomm i m - Hom - o -

0 0

0 1

1 0

1 1
Ho- oo - +--- -
| Bit 8| Bit
Fommmn- Fomm -

0 0

0 1

1 0

1 1
Fomm i m - Hom - o -
ommmmn- +o---
| Bit 10 | Pro
Fommmmm - - +-- -
| O | Fi
| 1 | Fi
Fommmmm - - +-- -
| Bit 13 | Use
oo - +----
| O | Thi
| 1 | Thi
I | whe
Fommmmm - - +-- -

1 2 3
718 9 01123 45/678901234567890 1|
B i I e e ik ik T I T NI I S R R S o e i i O
erties [ Si ze (descriptor)
B i T i SN S S i S S5
Mi me |
B i S o S e i s s T S S S S S S S
Cine
B e I i i o e e e R ik ot it RIS e R
/
/
/
le Path (max 1024 octets, variable |ength) /
/1

B R i o i e e S i it NI I S R R e e e R |

if set, bit 7 of this field indicates that the entry corresponds to a directory.
Bit 6, if set, indicates that the file is "special". A special file may not be
directly transferable as it corresponds to a synmbolic link, a named pipe, a
device node, or some other "special" filesystemobject. A file-sender may sinply
choose not to include these types of files in the results of a _getdir_ request.
Bits 8 and 9 are flags that indicate the width of the follow ng descriptor field
that gives file size. Bit 10 indicates that the file is to be handl ed by
Saratoga as a bundle, and passed to a bundle agent.

the size of each file or directory in octets. This is a descriptor, varying as
needed in each entry for the size of the file. For convenience in the figure, it
is shown here as a 16-bit descriptor for a small file.

a tinestanp showing when the file or directory was nodified

a tinestanp of the last status change for this file or directory.

contains the file's nane relative within the requested path of the _getdir_

a transaction, maxi mum of 1024-octet UTF-8 string, that is null-termnated to
to indicate the beginning of the next directory entry in _getdir_ results

B T L +
7 | Properties conveyed
m e m e e e e e e e e e e e e e e e e e e e e e e e e e memmeemaa +

normal file.

normal directory.

special file.

special directory.
B e T T e +
9 | Properties conveyed |
B T T L +

File size is indicated in a 16-bit descriptor.

File size is indicated in a 32-bit descriptor.

File size is indicated in a 64-bit descriptor.

File size is indicated in a 128-bit descriptor.
m e m e e e e e e e e e e e e e e e e e e e e e e e e mem e ee—aa +
______________________________________________________________________ +
perties conveyed |
______________________________________________________________________ +
ereally is afile. |
e is to be treated as a bundle. |
______________________________________________________________________ +

|

______________________________________________________________________ +
is file's content MUST be delivered reliably w thout errors using UDP.
is file's content MAY be delivered unreliably, or partly unreliably,
re errors are tolerated, using UDP-Lite. |
______________________________________________________________________ +




